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Rc murks 

Claims 1-3, 5-20 and 22-27 stand ivjccicd under 35 U.S.C. §1 03(a) iis being iinpijLenLahb 
over Jones (U.S. Palciil No. 5,412,730) in view ofNardone cl ul. (U.S. Patcnl No. 5,805,700; 
hereinaaer Nyrdnne.), and lurther in view ufLcppck (U.S. Paienl No. 5,933,501). Additionally, 
claims 1 , 1 3, 14, ;ind 26 stand rojcclcd under 35 U.S.C § 103(a) as beiiifi Ltnpatenrable over 
Aticsmilh cl al. (U.S. PalenlNo. 5,991,403; liercinafior, Aucsmilh), in view orNardonc and 
Lcppck; claims 4 and 2 1 ai-c rejected under 35 U.S.C. § 1 03(a) as being unpalenlable over .Ionics, 
in view ot Nardone ;mc| lA;ppck, iiud I'urlhcr in view of "Diyiial Television Arcliives Matiiriiy*' 
by Leonardo Chiariglinne, copyriglitcd I99S (Chiariglione *98); claim 28 was i-cjcctcd under 35 
u s e. §1 03(a) as being obvions over Wancii et al. {U.S. Patent No. 5,719,937; hereinafler, 
Wan'en) in view orNardonc and lurtlicr in \'iow of Lcpp»jk; claims 29-30 and 32-38 were 
rejected under 35 U.S.C. §l03(a) as heini^ unpaiciuublc over Jones in view of Warren, and 
further in view of Nard*ine and LeppL-k; and claim 3 1 stands rejected under 35 U.S.C, §1 03(a) as 
bciny unpatentable over Jones, Nardone, l.cppek and Chiarigliono '98 in view oi'Warren. These 
rejeclions are respectfully, but most strenuously, traversed and reconsideration there<^f is 
reques(£d. Applicants respectfully submit that die ilnal Office Acrion mischaracleri/.es I he 
teachings of various ones of the applied pateni.s in a hindsitjhl altempi Lo reconstruct Applicants' 
claimed invention using Applicants' own disclosed subject malter. Applicants respectfully 
traverse the rejeclions since ihese misclKiraL-tcri/.alion.s in the final Ofdcu Action void ihe 
underlying basis for the rejectious. 

Ai^ "obviousness" determination requires an evaluation of whether the prior art taken as a 
whole would suggest Die claimed invention taken as a whole lo one of ordinary skill in the art. 
In evaluating claimetl subject malter as a whole, the Keileral Circuit has expressly mandated lhat 
functional claim language be considered in evaliinring a claim relative to the prior art. 
Applicants respectfully yubniii that the application of these sLantlards to the independeni claims 
presented liuewilli lends to the conclusion thai the recited suhjeci. mutter would not have been 
obvinus to one of ordinary skill in the an based on the applied palenls. 

As recited in claim 1, for example, applicants* invention comprises a method for 
protecting a stroan) of data to he transferred between an encryption unit and a decryption unit. 
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The method incliulos encrypiijig the .siieam of daia ai ihu encryption iinil Tor irnnsfemnL- of the 
encrypted slream ol dnla from ciicoT)lion unii lo ihc- dccryplion unit. The cnLrypting oTlhe 
stream of dyiu is dynamically v;iried al ihe cncrypiion iinil by dynamically changing 
simiiltiineously miitripic encryi^tiun paramekrs oCtlie encryption process, and signaling ihc 
dynamic change in encryption parameters to the decryi-^iion unit. The dynamically varying of the 
mnhiple c-ncryption parameters is responsive lo occurrence nfuprcdeHncd condition in the 
Slream ofdatu. Upon receipt of Ihe cncrypiet* data at the decryption unit, the method includes 
decrypting Ihe encrypted data, wherein ilie deciypling accounus for the dynamic varying ofthc 
encrypting by the encryption imil using Ihe simuhaneously changed, multiple encryption 
parameters. 

Advanlageously, the preseni invciuion provides a new technique for protecting a stream 
oTdaty to be transferred between an cncryi^lion unit and a decryption unil. The technique 
includes dynamically c hanging simul tanL-ous lv mnllinle encryptio n param elers used lo encrypt 
the stream of data as tlic stre am of tlai a is pass ing through Ihc encryption unit . Tliis dynamically 
changing can occur periodically over rime, for example, several times a second, Iherehy allowing 
only a small segment of the slream ofdaia lo bo decoded should the encryjition parameters used 
to encrypt thai segmeni of data he uncovered. This concept of dynamically changing 
simultaneously multiple encryption parameters as a strean) of data is being encryi^led is believed 
to comprise a unique approach from any of the applied art, which typically rely upon definition 
orapredcll ned policy for changing ihe encryption process. 

Jones tlescribes an encrypted data Iransmission sysioiu employing means for '^nmdomly" 
altering the encryiition keys. Pseudo-random number generalors are employed al both tlie 
Iransmiltiny and receiving stations to supply idenlical sequences of encryption keys to a 
transmitting encoder and receiving decoder. An initial random number seed value is made 
available to both stations. The random number generators arc advanced at times determined by 
predetermined charaeicrisiics of the daia being rrnn.'^mitred so that, after transmission has taken 
place» die connnon eucryptiuri key can be known oidy to the transmitting and receiving stations. 

A careful readinj^ of Jones fails to uncover any teaching or suggestion of applicants* 
concept orencry|>iing a sireain of dura and during ihe encryption process dynamically varying 
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encrypting oflhc sircam of dala by dynamicnily changing simullaneously nnilliple encryption 
parameters. The Jones oiicrypiion appronch requires psciido-rnndom binary sequence generation, 
and requires seed and mask vjlues yrraip^ed lU ihe sender and rbe receiver. Further, a change in 
Jones to Ibe encrj^Mion procuiis involves changing only an encrvj-nion key . The change in the 
encryption key occurs only al a pretlefincd intciTid ananged a priori between (he sender and the 
receiver. Jones chaoses I he encryption key only when the counted number ofblts or words or 
"ilcms" mulches the arranged interval. The disadvanuiije ofUiis approach is thai synchronization 
is absolutely essential. Bytes losl duriny iriuisinission Ihrow olTlhe encryption/decryjition 
process without any chance ofrecovery. In coninisi, applicants' invention ofdynamically 
varying sinuilianeously muliipic enc rv|">lion parameters as the stream of data is being encrypted 
ensures thai only a small segment of the encrypted data could be exposed or lost should die 
encryption parameters used U) encrypt thai segment become uncovered or lost, respectively. 

Tn addition, applicanLs' recited process includes signaling Ihc dynamic cliange in the 
encryjition parameters fl om Ihe encrvinion unit lo die d ecryptioiuiml. A careful reading of 
Jones fails to uncover any teaching* suytiesiion or iniplicaiion thai d^e single encryi^rion key 
change is signaled lo (he decryption unit. Rather, the paleni leaches otherwise by describing a 
process which relics upon an n priori agreed upon process. In Jones, (he decryplion unit knows 
in advance where the encryption key change is to occur. Tn contrasi, appUeanis rccilc a truly 
dynamic varying of the encryiilion process wherein llie dynamically changed encryption keys are 
forwarded from the encryption unit to the decryjition unit. 

-At pa|j;e 35 ofthe final OlTice Aclicm. Ihe fixaminer slates that Applicants' recited aspect 
of "siijnaling Ihc dynamic change in the encryption paranielers from Ihe encryption unit to the 
decryption unit" is taught by Jones al Col. 1 , hues 66 Lo Col. 2, line 7, wherein there is an alleged 
exchange of random number seed values and interval values between the encryrvtor and 
dcciyplor. ApplicanLs respectfully submit thai diese lines of Jones disclose an a priori 
arrangement whereby the seed values and interval values are made available to both ihe 
rransmiltin^. stalion and a receiving, stanon , Kig. 1 ofJones clearly shows that the inteival 
number and random number seed are inputs lo bo(h stations. The transmitting staiion does not 
lorwjird Ihe inlcrval number and seed number lo ihc receiving station. Thus, there is no dynamic 
signaling of infonnalion per so from the encryplion unit to the decryi:>tion unit in Jones. In view 

EN99S140 -4- 

PAffi 7112* RCVD AT 5/17/2004 11:57:08 AM [Eastern Dayfl 



MAY. -17'04(MON) 10:59 HESLIN ROTHENBERG 



TEL:518 452 5579 



P. 



oflhis, Applicanis rcspccHully submit ihai ilic (Innl Office Action mischaractcrizcs the ieachinys 
ofJODCS when asserliny ihosc ic-acliings iu»i)insL Applicunls' invention as rcciled in the 
independent claiins; presented. 

Nardone i.s cUed in lliu (lniil OlUcc Action lor alleijedly lenching dyninnically dmnyiny 
enciyiiiion parametci's used to cncryin. a sircam ofdnio (and presumably Applicants' reciled 
concept, of dynamically vaiying Ihe encryi-jliii^ ofllic stream by changing simullanoously 
nuilliple encryi^tion puraniclcrs). This charackri/^ilion of ihe leachiufis of Nardone arc 
respectfully traversed. 

Nurdono dcscnbes a policy based selective! encryption of compressed video data. Basic 
transfer units of compressed video data of a video imajje are selectively encryiited in Nardone in 
accordance willi an encryption policy In degrade ihe video image lo at least a virtually useless 
state, i.e., if the selectively encrypted compressed video image were to he rendered without 
decryi')lion. A careful reading of Nardone tails io uncover any dynamic vai*ying of the 
encryjilion parameters as a sireain ol daia is being encrypted within an cnci-y)?tion unil as rccile<l 
by applicants. The Office Action notes lhai Nnrdonc leaches encryi^ting of a hit stream talcing 
into account encryption granularity, density and delay. I lowevcr, Nardone does not describe 
dynamically varying multiple ones of ihcse encryption parameters simultaneously ;is ihe 
encryi^tion of a stream of data progressci. 

Nardone is characLcrized in the final Office Action as teaching spccil^ing encryption 
parameters via a policy (i.e., the degree of selective encryption in order to degrade video image). 
This characterization of the teachings of Nardone is traversed. Nardone does not expressly 
describe varying of nnilliple cncryplion parameters, let alone siniullanuously varying multiple 
encryption parameters dynamically during the encryption process. Nardone does teach multiple 
encryption polices can be providetl at auihoring lime, and does discuss ihe possibility of 
changing between policies, I lowevcr. Applicants respecifuUy submit that (his change heiween 
policies merely results in a chang e i n t he duly cycle of the encrv|ition process in Nardone , and 
docs not depend upon or suggest that mullipic cncryplion parameters are changed between the . 
policies. A careful reading of Nardone fails to uncover iiny leaching or .suggestion of such a 
concept. Notwilhuianding this, the Office Action characterizes Ihe change in encryption policy 
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(rcsiiltina in a change in ilic duly cycle? in Nartlone) its somehow equating lo n dyn.iniic chungc in 
miiliiple cncryplion piiramelers durinL' ihc encryption process. Applicimus respectfully submil 
that a chunyc between prcdellncd policies in Nordone doe not equate to or suggest iheir recilcd 
process for dynamically varying the eiicrypiing of a sireum of data ai an encryption unit by 
dynaniicnily changing simullancously inuliiple encryption porameiers. fhe result of Nurdorie is 
simply a change in the duty cycle of Ihe encryjilion process, and does not suggest that multiple 
encryprion parameters are simultaneously varied durini* ihe encryption process. Thus, wilhoul 
hindsight refei-ence to Applicants' churned invention, it is respectfully submitted that one of 
ordinary skill in the uri. would not have read ihe teachings of Nai-done as suggesling lhal multiple 
encryption pnrnmelei^ could be simnllaneously varied dynamically during the encryption 
process. 

Leppek is cilecl in ibe final Office Aeiion for allegedly leaching setting multiple 
encryption i)arainetcrs at once. This characieri/alion of (he leachings of Leppek i.s respecl fully 
traversed. 

Leppek describes a virlnni cncryplion scheme which combines different encryjuion 
opLM-ators into a conipouiid-ciicryplion mechanism. Tlic enciyption operators in Leppek refer to 
i I i flvre n I en c r vp I i o n p i o c ess cs . Thus, in Leppek, drtla is (Irst encoded using a I'lrst encryption 
scheme, then the same data is encoded using a second encryjition scheme, etc., thereby 
increasing the entropy of the data to make the encoded data look as random as possible. 

In contrast, applicants recite dynamically changing simultaneously multiple cncryplion 
parameters while an encryption unit is encr>'pling a stream of data. In applicants' approach, 
different segments of dio stream of data are encrypiod using differeni encryjition paramelers antl 
there is a dynamic change in the encryininn parameiers such thai multiple encryi^tion ptirameters 
simultaneously change from one segment to another segment of the siream of data as the stream 
of data is p:ussing through the enciyptioJi unit and being encrypted. In Leppek, there is a sialic, 
sequential application of a number of cncryplion algorilhms or cncryplion operators to the same 
segment of dala. I.^ippck describes encry|")iing Ihe same data nuiltiple limes using different 
ericryiiLion operators (i.e.. encryption schemes). 
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At pni»c 33 oflhc Office Aclioii, tlic Cxnmincr socks to eqiirjle T.eppck's icachins ofa 
coiupound sequence of encryplinn nptipjiors, i.e., the scqucntiiil application of encryplion 
algorithms, lo ApplicrinLs* rccilcHl languascr ofsinuiltaiicously changing miilliple encryption 
punijiicicrs diirini' (he dyn;nnically varying oi'ihc encrypting ol'the stream of data. The alleged 
insight of Leppek is applicndon of multiple encryiiiion opL'raiors m once . Tins conclusion is 
rcspcclfuily traversed. Leppek does nol leach ihe upplicaiion of nuiltiple encryption operators 
being applied lo Ihc data simultaneousl y. Rather, Leppek describes a sequ ential applicalion of 
encryption algorilhnis lo Ihe same dala lo increase die entropy of the daia. Since Leppek 
tlescribtis a process of sequeniially applying dilTereni encryption processes to the same data. 
Applicants respeclfully submil lhal ihc insight allegedly tirawn Iherefrom is in error. 

Additionally, Applicanis respeclfully submil lhai one of ordinary skill in (he art would 
not have combined Jones, Nardone and Leppek proposed in (he final Office Action, Kor 
example, Jones relics on a fixed policy or lixcd sequence for changing a single encryption 
parameter. Nardone describes a process for \'arying die duly cycle of an encryption scheme 
based on predellned policies, and Leppek describes a virlual encryption scheme which combines 
different encryption processes inU) a sequential, compound cncryiition mechanism. "None (^f 
these references, taken singidarly or in combination, suggest Applicants' recited concept of 
dyiioiuically eliunging the encryption process by simultaneously changing multiple encryption 
parameters as a stream of data is being encr>p1ed. Because Applicants' approach does not rely 
upon any predefined policy, ihe dynamic change in the multiple encryiition parameter is signaled 
from (he encryplion unit lo Ihe dccryplion unil. Jones, Nardone, and Leppek do not describe any 
mechanism for signaling dynamic changes in muhiplc paramclers from iin cncryjition unit to a 
decryption unit, hi tliis regard, Jones dues iioi describe signaling orenciyintion parameler 
changes from the encryplion unit lo Ihe decryi^lion unil. In Jones, a seed value and inicrval value 
arc established a priori before an encryplion process begins an<l are provided as inputs to both the 
encryption unit and the clecryplion nnil (see Imh;. 1 of Jones). Since Ihcy are provided a priori as 
inputs ro both units, tlicre is no signaling from the encryption unit ip the deci-yi^tion unit of the 
simultaneous change of multiple encryption parameters. 
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I'or Ihe above reasons^ ApplicanLs respecirully request reconsideralion anc) allowance oT 
iiidepcndcnl claims 1 , 14 &. 27. Claims 1 14 arc also believed allowable over the combinalion 
ol Aucsmitli. Nardoiic uud Lcppck staled in Iho liual Olllce Aciion. The Icacliings of Aucsmilh 
arc similar to lliosc of Jones when applied againsi ihc indcpundenl claims presented, and are 
believed disiinguishabic fnr Ihc reasons slalod abo\'e in connection with Jones. As noted in the 
final Office Aciion, Ancsmilh leaches gcneranon of an cncrypiion key Tor each Group OF 
Pictures (GOP) in a slream of video dala. For each GOF» an encryption trans Ibmration, 
parameterized by the encryption key olihe ClOP, is applied Lo picH4res of the GOP. Applicants 
rcspcclfnily submit thai Aucsmith teaches an approach for changing a single encryption 
parameter between GOPs, antl is dierefore analogous to the teachings of Jones described above 
when applieil against Applicants' independent claims. Thus, for ihe reasons slate<l above. 
Applicants respeclfully request reconsideralion and wiihdrawal ofihe rejection to independent 
claims 1 & 14 based upon the combinalion of Aiicsmith, Nardone and Leppek. 

Similarly, the rejection lo independent claim 28 based upon Warren in view of Nardone 
and Lcppek is respeetJully traversed for die reasons stated herein above with respect lo Jones, 
Nardone and Lcppek. Waixen describes an encryiDtion process usiny a scheme such as Jlidden 
Data TranspoiKHrJT) and Posl-Compression Hidden Dala Transport (PC-I IDT). Warren 
describes certain advantages of using HOT and PC-I ID T algorithms over other encoding 
teclinologies, but does nol even describe switching between HDT and PC-IILVr algorithms 
dynamically. Thus, Applicants respeccfully subniii that Warren is less relevant lo their claimed 
invention than the Jones patent described above. Thus, for the above stated reasons, Applicants 
respectfully request reconsideralion and widulrnwal ol ihc obviousness rejection to independent 
claim 28. 

Tlie dependent claims are believe-d allowable for the same reasons thai the independent 
claims from which they directly or ulli'malely depend, as well as for their own additional 
characiorizations. Chiariiilione '98 is not believed to leach or suggest ;my oflhe above-noted 
dcliciencie.s of Jones, Nardone, Leppck, Aucsmiih or Warren when applied agoinsv die 
indepcjideni claims presented herewith. 



PA(211/12*RCVDATyi7/20M11:57:08AM[EastemDayOgh^ 



MAY. -17'04(M0N) 11=00 



HESLIN ROTHENBERG 



TEL:518 452 5579 



P. 012 



All pending claims arc believed lo be in conditiun fnr ullnwance and such aclion is 
respectfully requested. Shuuld Ihc Examiner wish lo discuss this case with Applicants' atlonicy, 
Ihc Examiner is invited to coniaei Applicants' represenl:Uivc al llie bclow-lislcil number. 



Dated: May./ 7 , 2004. 

HESLIN ROTllENBERG FARLKY & MESITI P.O. 

5 Columbia Circle 

Albany, New York- 1 2203-5 1 60 

Telephone: (518)452-5600 

Facsimile: (5 1 S) 452-5579 



Respect fti I ly siibniitted. 




Alinmcy Ibi" Applicanis 
Rejri.slnilion No.: 31.789 
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